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(54) AUTHENTICATION METHOD IN DIGITAL MOBILE 
COMMUNICATION 

(57) Abstract: 

PURPOSE: To enable a mobile station to be shared and 
to prevent illegal use by specifying a authentication 
confirmation signal and a authentication reply signal of 
a mobile set and a subscriber with a random number and 
a secret key and starting the operation when both the 
signals are coincident. 

CONSTITUTION: A random number generating circuit 31 
generates at first a random number R for an 
authentication request in a base station and transmits 
the number to a mobile station. A mobile set 30 enters 
the random number R and secret keys K s , K p of the 
mobile set and subscriber to a signal conversion circuit 

33 to obtain an authentication reply and a communication 
ciphering key K e1 and transmits the authentication reply 
to the base station. The base station inputs the random 
number R and secret keys Ks, Kp to a signal conversion 
circuit 32 to obtain an authentication reply and a 
communication ciphering key Ke 2 . A comparator circuit 

34 compares a bit pattern of the authentication reply 
received from the mobile station with a bit pattern of 
the authentication reply generated in the base station, 
and enables the authentication of the mobile set when 
they are coincident and disables the recognition in 
other cases. That is, then the authentication of the 



mobile set and the subscriber authentication are 
implemented simultaneously by one authentication 
procedure to share the mobile station by plural 
subscribers without degradation in the throughput. 
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